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250+ 
Full Time Threat 
Intel Researchers	

MILLIONS 
Of Telemetry 
Agents	

4 
Global Data 
Centers	

1100+ 
Threat Traps	

100+ 
Threat Intelligence 
Partners	

THREAT INTEL	

1.5 MILLION 
Daily Malware 
Samples	

600 BILLION 
Daily Email    
Messages	

16 BILLION 
Daily Web 
Requests	

Honeypots	

Open Source 
Communities	

Vulnerability 
Discovery (Internal)	

Product 
Telemetry	

Internet-Wide 
Scanning	

20 BILLION 
Threats Blocked	

INTEL SHARING	

TALOS INTEL BREAKDOWN 

Customer Data 
Sharing  
Programs	

Service Provider 
Coordination 
Program	

Open 
Source  
Intel 
Sharing	

3rd Party Programs 
(MAPP)	

Industry  
Sharing 
Partnerships 
(ISACs)	

500+ 
Participants	



MULTI-TIERED DEFENSE 

Talos is divided into 5 departments 



There’s No Such Thing 
as a New Crime! 



Acquis it ive  Cr ime 

“The Conjurer”  
Hieronymus Bosch c.1480 



Cyber  Cr ime Business Model  

Compromised 
System 

Steal CPU Cycles 

Steal Bandwidth 

Steal Data 

Mine bitcoin 

DDOS 
Send spam 

Credential theft 
Identity theft 
Data theft 



“Kidnap”  for  the 21 s t  Century 

Be$er	‘kidnap’	graphics	needed	



Brief  History  of  Ransomware 



Ransomware Rogues Gal lery  

Name AIDS Trojan 

Date Dec 1989 

Spread Diskette 

Ransom $189 (by post) 

Encryption Symmetric  
(file names only) 



Ransomware Rogues Gal lery  

Name GPCoder 

Date May 2005 

Spread Email 

Ransom $100 - $200  
by e-gold 

Encryption 660-bit 
asymmetric  RSA 
(weak early versions) 



Ransomware Rogues Gal lery  

Name Reveton Cryptolocker Cryptowall 2.0 Locky 

Date May 2012 Sep 2013 Sep 2014 Feb 2016 

Spread Exploit kits 
(web) 

Email Malvertising Email 

Ransom $200  
by Ukash, 
Bitcoin 

$400 by Ukash 
or Bitcoin 

$500 or bitcoin $300 - $400 
Tor, Bitcoin 

Encryption various RSA-2048 bit 
Including network 
drives 

RSA- 2048 bit RSA-2048 + AES-256 
including network 
drives also web site 
version. 



The Good, The Bad & The Ugly 



The Good 

•  The	Good	‘Ransomware’	element…	

•  Defined	as	good	due	to	it’s	abili>es,	
effec>veness	

•  Is	it	really	‘Good’	–	Of	course	not!	



Pumpkin Spiced Locky 



Why Pumpkin? 
•  Talos	like	to	think	Locky	were	having	some	Halloween	fun	with	this	one…	
•  Three	dis>nct	spam	campaigns	just	before	Halloween.	
•  Variable	names	included	‘PUMPKIN’	throughout	obfuscated	JS	used	by	the	largest	campaign	



Three Campaigns  

•  Campaign	1	

•  “Receipt”	Spam	
•  This	spam	campaign	was	the	largest	

and	had	>13K	emails	in	a	ma$er	of	
hours.	

•  Malicious	.zip	a$achments	which	
contained	the	.hta	downloader	for	
Locky	

•  ‘Bodyless’	email	which	contained	a	
‘Receipt’	



Three Campaigns 

•  Campaign	2	

•  “Saved	Le$er”	Spam	
•  Complaint	le$er	subjects	to	en>ce	

user.	
•  Malicious	.zip	a$achments	which	this	

>me	contained	a	.js	a$achment	
•  Obfuscated	JS	Downloader…	Again.	



Three Campaigns 

•  Campaign	3	

•  “Free”	Spam	
•  Various	Spam	but	mainly	‘Free’	a	

French	TV/Media	provider	
•  Asking	for	payment	from	users.	
•  Almost	exclusively	French	user	

targe`ng	
•  Malicious	.zip	a$achments	which	

contained	changed	up	and	used	a	
double	suffix	.doc.wsf	extension.	



Notable  Changes 

•  Newest	version	of	Locky	aber	roughly	2	weeks	‘vaca>on’	

•  URL	path	used	to	for	C2	has	changed	to	/linuxsucks.php.		
•  The	file	extension	used	when	encryp>ng	files	has	changed	to	
“.shit”		

•  The	file	containing	the	ransom	note	is	now	named	
“_WHAT_is.html”	

	
	



The Bad 

•  The	Bad.	

•  This	is	really	*the	bad*	

•  Prime	example	of	poorly	wri$en,	poorly	
executed	malware	along	with	terrible	OpSec.	



When Paying Out  Doesn’t  Pay Off  
Ranscam 



Ranscam:  What  i t  Says 



Ranscam:  What  i t  Actual ly  Does 



Ranscam:  Because OpSec is  Hard? 



Ranscam:  Further  Research 



Ranscam:  Further  Research 



Ranscam:  Further  Research 



Ranscam:  Reddit  Act iv ity  



The Ugly  

•  The	Ugly.	

•  Ugly	due	to	the	nature	of	the	vic>ms	targeted,	
the	Healthcare	Industry	

•  The	‘Ugly’	effect	was	the	poten>al	to	put	
physical	human	life	in	danger.	



SamSam: The Doctor Will See You, 
After He Pays The Ransom 

Ransomware Evolved 



SamSam – March 2016 

Scan for JBoss 
vulnerability 

Encrypt files & 
demand payment 

  
Install 

SamSam 
malware 

  
Install web shell 

  

Expand presence 
on network 



Communicat ing with Threat  Actors  



Payment Increases. .  



Vulnerable  Systems 

3.2 million ‘at risk’ machines 
 

Scan for JBoss 
vulnerability 

CVE-2010-0738 

  

Install web shell 

2100 installed web shells 
 



Summary 

•  Exploiting Network Vulnerabilities 
•  JBoss 

•  Laterally targets multiple systems 
•  Payment is in Bitcoin 
•  Obtain Private Key via Blog Comment 



Ransomware Protection 



COMPROMISED 
SITES AND 

MALVERTISING 

SPAM 

Web 
link 

Web 
redirect 

C2 

File 
drop 

Email attachment 

EXPLOIT 
KIT 

DOMAINS 

RIG-V 

Sundown 

Nebula 

C2 

RANSOMWARE 
PAYLOAD 

Malicious 
Infrastructure 

Encryption Key 
Infrastructure 

How Ransomware Works 



Protect ion 

Filter web 
connections 

Block malicious 
email 

Anti-virus 

Patch 

Back-ups 

Incident 
response 

Detect malicious 
network activity 

Block malicious 
connections 

Delivery Exploitation Installation 

Patch 

Recovery 

Restore 

Track file 
movement 



talosintel.com 
blogs.cisco.com/talos 

@talossecurity 
 

wamercer@cisco.com 


